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AThreat Intelligence
A Exploitation

A Privacy

A Risks

A Questions
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Cyber Threat Intelligence

My perspective:
A Controlled sources
i DHS: FBI, DSS, NCIS, DOJ
A 30+ monitor points-USG PeachNet®
A Data measured by USG ESOC:
i 14 Million Security Events per week

i 1500+ Threats per week
I 250 Crifical incidents per day ‘m




Network-based Attacks

Monday Morning ESOC Characteristics

Attack Profiles

\

B Exploit Attempt ® Reconnaissance ® Host Infection, Trojan, or Malware SN
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Cyber Threat Intelligence

March Malware Madness Top 10:

A Kovter (Trojan)

A Zeus (Banking Trojan)

A Tinba (Banking Trojan)

A Ponmocup (Downloader)

A DNSChanger (DNS Hijacker Trojan)
A Cerber (Ransomware)

A Tordal/Hancitor (Downloader)

A Fleercivet (Click Fraud Trojan)

A Sharik/Smoke (Downloader)

A Fareit/Pony (Downloader)
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Threat Smorgasbord

A Kovter
A Ponmocup
A Cerber (evolved into Satan 1/2017)
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Click-fraud Trojan
i Thanks for playing!

ASpread by visiting web pages containing
malicious software

i Infection is stored in the Windows registry

I Enables click-fraud and installation of
more malware

i Relatively easy to detect and remove
with recent antimalware tools
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Ponmocup

C2 Trojan of target systems
i Aggravating Sysadmins since 2009
i >15M infections
i Evades detection
i 25 Plug-ins
i 4000 variants
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Cerber (Satan)

A Ransomware

i Probably distributed as Raas
(Ransomware as a Service)

i Victim assets encrypted using AES

I Immediate cost: 1.24 BTC

i Locality-based

AExempfts hosts from Armenia, Azerbaijan,
Belarus, Georgia, Kazakhstan, Kyrgyzstan,
Moldova, Russia, Tajikistan, Turkmenistan,

Uzbekistan, Ukraine
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Threat Mitigations

A No actions are foolproof

A Basic Hygiene

I User Awareness
APatrons
AChildren
AElderly

I Anti-virus/Anti-Malware
A3-Gen/4-Gen
AManaged, Updated SAN
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Threat Mitigations

A Backups
I Schedule them!
i Keep mulfiple copies
A Responsible browsing
A Consider whitelisting for children

A Apply patches and updates promptly
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Alt's Baaack...

A Internationalized Domain Names in
Applications (IDNA)

A xn- “encoded unicode”

A Enables non-Latin characters to be
represented.

ATry this with Firefox or Chrome:
https:// www.xn-- elawd7f.com




ISP Privacy

A FCC Privacy rules

I October 2/, 2016

ARules pertaining strictly to ISPs
I Opt-in
I Opt-out
I Exceptions to Consent (inferred consent)
I Passed on party-line vote

I Never Implemented
i Inconsistent with extant FTC privacy rules
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ISP Privacy

A Rule was required because of
i FCC Open Internet Order (February 2015)

AReclassified ISPs as common carriers

ADivested FTC of statutory authority regulating
ISPs

APlaced regulatory authority under FCC's
purview

AFCC had to increase the number of
regulations by moving authority from FIC.
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ISP Privacy

A Prior to Feb. 2015 A After Feb. 2015

i FTC privacy I FCC reclassified
authority over ISPs as common

A Internet Companies carriers
A 1SPs A AT&T, Comcast

A Places ISPs within
under purview of
FCC

A Internet companies
unaffected
(Google, Microsoft)

A No privacy rules for
common carriers

i Party-line vote
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ISP Privacy

A After Oct. 2016 A After Mar. 2017
i FCC passes i FCC nullifies action
regulations for ISP of October 2016
privacy i Party-line vote

I Common carriers
have a new (and
different) privacy
standard

i Regulations not
implemented

I Party-line vofe £
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Practical Privacy

ATechnology development limits ISPs
visioility
i Mobillity fragments user activity across
many carriers (mulfiple I1SPs)

i Encrypted traffic has increased from 13 to
49 percent since 2014

I Increase in the use of Proxies and VPNs




Practical Privacy

A Non-ISPs have access to a wider
range of user information
i Insights into user activity
AHobbies (knitting, woodworking)
AVices (Cigars, Wines)
Alnterests (NASCAR, Home Improvement)

I Non-ISPs can cross content frack
Ae.g., A wine enthusiast who builds furniture

I Non-ISPs can cross-device frack
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Privacy Risks

AloT (Internet of Things) con
present largest emerging t

nues to
nreat type

i Fridges, Cameras, Washers,
Thermostafts, efc.

I Mobile devices

Home routers,
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Possible Privacy Risks

Amazon Echo

I Wakes when it “*hears’” its
“wake word” (“Alexa,”
by default)

I Hmm. How does it know
to awaken when you
say the wake word if it
wasn’t already listening ¢
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The Curious Case of James Bates

November 22, 2015, Bentonville, AR

Taken into custody on suspicion of
first-degree murder in the death of
Victor Parris Collins, far right.

The Arkansas State Crime Lab ruled
Collins death a homicide by
strangulation with a contributing
cause of drowning.

Police issued a search warrant to
Amazon, asking the company to
hand over data from an Echo
device in the residence to assist
investigators. The key witness in the
case may be the Echo.

Amazon Declined.

However , Uftilities data showed the
residence used 50 gallons of water
between 1 and 2 a.m. on Nov. 22
and an additional 90 gallons of
water between 2 and 3 a.m. In
comparison, the residence only
used 10 gallons of water when the
men were together earlier that R,
evening. R
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General Exif

Altitude

Altitude Reference

Date Stamp

Destination Bearing
Destination Bearing Refere...
HPositioningError

Image Direction

Image Direction Reference
Latitude

Longitude

Speed

Speed Reference

Time Stamp

Berkeley Lake
o
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Cameras

Q 7

Sl TIFF
297 m (974.41 ft)
above sea level
Mar 21, 2017
16.208
True direction
283.83
16.208
True north
33°56'58.77" N
84° 7' 30.85" W
0
Kilometers per hour
19:21:22 UTC
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Vulnerabilities

Sony IPELA80 models-developer backdoor
Create C2 networks, Spy on users

Smart Door Locks

Hard-coded
passwords
. Emerging concerns: Medical devicedevice and APP
3 Present multiple attack vectors
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Browser Privacy?

AThink “Clear History” does the trick?

A chrome://net-internals/#dns
i Cache of DNS to improve performance
i Potenftial leak of browser history
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Questions?
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Questions?e

Todd@usg.edu
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